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July 12,2022  

 

To  :     

  OSC Investigator  

 

From :   

  \ CAM FISMA IT Security Audit and Oversight Compliance SME 

 

Re : Whistleblower comments for OSC complaint DI-21-000420 

 

 

DOIOIG Federal Information Security Modernization Act (FISMA) audit report of the U.S. Department of 
the Interior (DOI) for fiscal year (FY) 2021 Report 2021-ITA-037 made 60 Recommendations. The report 
cited the  81 times and specified  28 times. The report shows that of the 12 DOI systems 
audited  was the worst or had the most findings, deficiencies and recommendations.  

On the day of the FISMA IT Security Oversight Audit and Review  gap-analysis and revisit 
 was found to be Materially Deficient and dangerously non-compliant with FISMA laws ( Public 

Law 113-283, 44 USC 3554 ), NIST regulation, DHS\CISA requirements, OMB, GAO and OIG findings and 
recommendations, DOI Policy and common and accepted standards of basic IT Security practices and 
principals.  as observed at the time of this oversight review supports, represents and evidences 
the findings in the prior oversight reports cited above while  systemic and embedded non-
compliant practices and methodology ensures the proliferation, continuance, cover-up and protection 
of the kind of violations, findings and outcomes cited in the oversight reports by GAO, OIG and OSC 
reports File Nos. DI-17-004363, DI-21-000420 and DI-18-001324. This review found repeated and 
systemic violations of laws, regulation, rules and policies at nearly every stage of the  FISMA 
and  IT Security controls assessment, authorization and remediation reporting including false\fraudulent 
reporting to OIG and federal oversight. 
 
The whistleblower has lawfully reported  on multiple occasions for repeated Material 
Deficiencies in its IT Security and FISMA compliance practices including OSC complaint DI-21-000420. By 
February of 2021 the DOIOIG contractors completed its audit of  and found numerous IT 
Security and FISMA deficiencies that was congruent with and supported those reported by the 
whistleblower. The OIG audit neglected to review key mandated FISMA documentation such as the ATO, 
the SSP, the CP or inspect a sample of the POA&Ms nor assess them for veracity, relativity, or 
compliance. The agency failed to dispute, contest or provide any evidence to refute, contest or rebutt 
the allegations cited OSC complaint DI-21-000420 or that  lacked a compliant , 

 as mandated by FISMA , Public Law 113-283, 44 
USC 3554. The OIG FISMA Performance Audit Report, 2021-ITA-037 also failed to find any evidence to 
refute, contest or rebutt the allegations cited by the whistleblower in OSC complaint DI-21-000420 but 








